Security Assessment for WWST Devices                            WWST Certification Team 

	DISCLAIMER:

   The Device Vendor must get a legal agreement signed with appropriate permissions from the third-party prior to sharing any of their confidential information as part of this questionnaire.




1. Information
1-1.Basic Information
	Company
	
	Name
	

	Telephone Number 
	
	E-Mail
	

	Address
	

	Website URL
	

	IoT Device
Information
	Product Name
	Model Number
	Firmware Version

	
	
	
	

	
	Main PCB Version
	

	Certification Levels*
	□LEVEL1     □LEVEL2     □LEVEL3

	Connection Types
	Cloud-connected or Direct-connected or Hub-connected

	Product Features & Usage Scenario
	

	Appearance
	[Insert Image Here]


*Please find the Security Guidelines for SmartThings IoT Devices on the security review page of Dev Wokspace.
1-2. Product Specs
	ITEM
	Specifications
	OEM Comments

	HW
	Processor
	

	
	Memory
	

	
	Storage
	Size
	

	
	
	Memory Type
	

	
	H/W Fuse
	

	
	Wireless Protocols
	

	
	External Interfaces
	

	
	Debug Interfaces
	

	SW
	OS Name and Version Number
	

	
	Firmware Updates
	


Table of H/W and/or SW features present with product specs for each
1-3. Algorithms used in establishing signing and encryption
	Purpose
	Description
	Algorithm
	Size/Length
	Storage(Device)

	Secure boot
	RSA Verification for signed Binary
	SHA256/512
	2048bit
	Derived from AP

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


Table of all internal and external signing and encryption keys within the device

1-4. Partition Layout
	Partition Name
	Description
	Verifying the Image after signing(Yes/No)
	Encrypted(Yes/No)

	Bootloader
	Initialize HW and load HLOS image
	Yes or No
	Yes or No

	
	
	
	

	
	
	
	

	
	
	
	


2. Compliance
 2-1. Explanations of Question Type

	Response
	When to Use

	Question and check about mandatory requirement
	Answer on this question is mandatory and the device must meet requirement that is explain in the Security Guidelines for SmartThings IoT Devices.

	Question and check about optional requirement
	Answer on this question is mandatory and the device should meet requirement that is explain in the Security Guidelines for SmartThings IoT Devices.

	Additional Information
	Answer on this question is useful for Security Certification team and is not mandatory. The Security Certification Team requests additional information only to speed up the Security Certification process and better check the security of device.


 2-2.Table of OEM Compliance per IoT Device Security Requirement & Guidelines
 This checklist is an informative and is intended to help vendors to self-evaluate the level of their designs and implementations over the Security Guidelines. For each question, there is a choice of responses to indicate your products or service’s status regarding that recommendation. A description of the meaning for each response is provided in the table below:
	Response
	When to Use

	Requirement fulfilled
	The recommendation has been verified in full and the product conforms to the recommendation.

	Requirement not fulfilled
	The recommendation has been verified in full and the product does not conform to the recommendation. All ‘Requirement not fulfilled’ responses require a supporting explanation to be provided in the corresponding ‘Comments’

	Requirement not applicable
	The recommendation does not apply to the product and cannot be fulfilled.

All ‘Requirement not applicable’ responses require a supporting explanation to be provided in the corresponding ‘Comments’


Hardware Root-of-Trust
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	1. Hardware Root-of-Trust
	
	
	Response
	Comments

	1.1
	Does your device provide a secure boot?  Please provide description of secure booting process (step-by-step) in section 3-4.
	Question and check about mandatory requirement
	L2, L3
	
	

	1.2
	Are secure boot parameters implemented in hardware at the factory?
	Question and check about optional requirement
	L2, L3
	
	

	1.3
	Please describe the elements of hardware Root-of-Trust.
	Additional information
	L2, L3
	
	

	1.4
	Is there any key burned in Hardware? 
If there is, 
please describe its usage scenario.
	Additional information
	L2, L3
	
	

	1.5
	How keys used during secure boot process were generated?
	Additional information
	L1, L2, L3
	
	

	1.6
	Please provide binaries used to boot device (both in protected and unprotected form).

Please provide device to be tested in two modes: production version (same as being sold to customers) and test version (with disabled memory read protection in microcontrollers and enabled JTAG ports).
	Additional information
	L1, L2, L3
	
	


Trust Chain
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	2. Trust Chain
	
	
	Response
	Comments

	2.1
	Are devices equipped with a X.509 certificate issued by Samsung or 3rd party accredited by Samsung on a device or any other device credentials used for authentication (e.g. raw public/private key pairs)? 

Please describe form of device credentials and credential issuing entity.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	If device will be using X.509 certificates as device credentials, please answer questions below:

	2.1.1
	Was the third-party CA audited?

If yes, please provide an audit result.
	Question and check about mandatory requirement
	L3
	
	

	2.2.1
	Does the third-party CA issue certificates for end-entities only and not for other CAs?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.2.2
	Does the third-party CA operate in a secure manner (compliant with an industry standard)? If yes, please Please provide description in section 3-5.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.2.3
	If device key pair is generated outside device (injection), are archival backups of private key pair maintained only in encrypted form?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.2.4
	Are the device certificates generated by third-party CA globally uniquely identified independently based on its subject names and certificate serial number?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.2.5
	Are the certificate subject names issued by the third-party CA unique? 
Do device certificates include a unique device identifier in the CN field as part of the subject name, and also has unique <certificate serial number, issuer name> pairs?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.2.6
	Does the third-party CA provide a way to check the validity of each certificate for known compromised devices either through a certificate revocation list (CRL) or OCSP?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	If device will be using raw key pair as device credentials, please answer questions below:

	2.3.1
	Was the third-party key management facility audited?

If yes, please provide an audit result.
	Question and check about mandatory requirement
	L3
	
	

	2.4.1
	Does the third-party key management facility operate in a secure manner (compliant with an industry standard)?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.4.2
	If device key pair is generated outside device (injection), are archival backups of private key pair maintained only in encrypted form?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.4.3
	Are the device key pairs generated by third-party key management facility globally uniquely identified independently based on its identifiers?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.4.4
	Do key blobs include a unique device identifier in the description field, and also include unique <key serial number, key issuer name> pairs?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	2.4.5
	Does the third-party key management facility provide a way to check the validity of each certificate for known compromised devices?
	Question and check about mandatory requirement
	L1, L2, L3
	
	


Device Integrity Protection and Detection
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	3. Device Integrity Protection and Detection
	
	
	Response
	Comments

	3.1
	Does device provide secure boot to validate the integrity of the security critical executables and stop the boot process if any integrity of security critical executables is compromised?
	Question and check about mandatory requirement
	L2, L3
	
	

	3.2
	Does device implement software module to validate the integrity and authenticity of signed updates and the key used in this process is unique for the device type?
	Question and check about mandatory requirement
	L1
	
	

	3.3
	Please describe all software modules loaded in the secure boot chain.
	Additional information
	L1, L2, L3
	
	

	3.4
	Is secure update provided?
 Please describe the process of updating the software in section 3-6 (including format of update packages and description of cryptographic protections).
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	3.5
	Are update packages protected using asymmetric cryptography?
	Additional information
	L1,L2,L3
	
	

	3.6
	Is hardware Root-of-Trust used for secure update?
	Question and check about mandatory requirement
	L2, L3
	
	

	3.7
	Does the device detect and stop a downgrade of firmware version?
	Question and check about optional requirement
	L1, L2, L3
	
	

	3.8
	Does device run any versions of libraries and system software with known security vulnerabilities that could likely compromise the device and its ecosystem?
	Question and check about optional requirement
	L1, L2, L3
	
	

	3.9
	Does device implement failsafe measures to ensure its integrity is not compromised during an error state?
	Question and check about optional requirement
	L1, L2, L3
	
	

	3.10
	Does device perform on all input and output data validation/sanitization to prevent common injection attacks, including command injection, SQL injection, XSS etc?
	Question and check about optional requirement
	L1, L2, L3
	
	

	3.11
	Is device OS hardened to minimize the attack surface and ensure the principle of least privilege? 
(All interactive OS accounts are either removed or disabled, proper access control is implemented, non-essential services/interfaces are removed, applications are run at lowest privilege possible (not at root level), etc.)
	Question and check about optional requirement
	L1, L2, L3
	
	


Protected Communication 
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	4. Protected Communication
	
	
	Response
	Comments

	4.1
	Are all transmitted data encrypted or integrity protected?
If yes, Please describe the protocols used.
 If custom (not public) protection protocol is used, please provide complete description of its internals (authentication between both sides, key agreement, encryption and integrity protection, anti-replay protection, etc.) in section 3-7.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	4.2
	If TLS used, please describe the protocol version.
	Additional information
	L1, L2, L3
	
	

	4.3
	If open source crypto libraries are used, is the latest version applied with all security patches used?
 Please provide unencrypted binaries (firmware of the tested device).
	Additional information
	L1, L2, L3
	
	


Protected Storage
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	5. Protected Storage
	
	
	Response
	Comments

	5.1
	Is protected storage provided?

Please describe in section 3-8:

- the whole lifecycle of protected storage (creation, usage, erase) and all algorithms used for protection,

- what information is stored in protected storage container(s) (especially private data),

- key management (where keys are generated and stored during device normal work and after power off),

- location of protected storage in physical memory.
-which cryptography library is used to secure protected data
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	5.2
	Are all cryptographic keys (except the keys used to secure the protected storage) saved encrypted in hardware backed secure storage?
	Question and check about mandatory requirement
	L3
	
	

	5.3
	Are all cryptographic keys (except the keys used to secure the protected storage) saved encrypted in (software protected) secure storage?
	Question and check about mandatory requirement
	L1, L2
	
	

	5.4
	Does device implement industry standard of algorithms/modes and widely accepted library for cryptographic?
	Question and check about optional requirement
	L1, L2, L3
	
	

	5.5
	Is sensitive software components such as cryptographic processes isolated by implementing a Trusted Execution Environment, or assigned to a higher privilege than other software components?
	Question and check about optional requirement
	L1, L2, L3
	
	

	5.6
	Are keys used to secure the protected storage secured by another technical mechanisms (e.g. obfuscation)?
Please describe the physical location and protection mechanisms used.
	Additional information
	L1, L2, L3
	
	

	5.7
	Are all cryptographic keys used for protection of protected storage unique on each device and securely provisioned at the factory or generated on the device using secure random number generator?
	Additional information
	L1, L2, L3
	
	

	5.8
	Is there any biometric data (for example, facial images, fingerprints, iris scans, and/or other biometry) handled on the device? If yes, please describe how the data is processed and stored.
	Question and check about mandatory requirement
	L3
	
	

	5.9
	If the device handles any biometric data, does it send only a result that does not contain biometric PII to SmartThings Cloud?
	Question and check about mandatory requirement
	L3
	
	

	5.10
	Does the device send any biometric data to SmartThings Cloud? Please describe what data related to biometric data the device sends to SmartThings Cloud.
	Question and check about mandatory requirement
	L3
	
	


Authentication
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	6. Authentication
	
	
	Response
	Comments

	6.1
	Is a device identified with a device ID?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	6.2
	Does a device ID identify a device uniquely?
Please describe how device IDs are assigned and what mechanism is used to guarantee that IDs are globally unique.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	6.3
	Is a device able to establish a connection with SmartThings Cloud using mutual authentication (based on certificate or keys)?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	6.4
	Are default credentials shipped with the device either disabled on successful provisioning/transition to normal working state, or are unique to each device and meeting minimum strength depending on the credentials
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	6.5
	Does production version use the same keys, passwords etc. as used for test/dev version?
	Question and check about mandatory requirement
	L1, L2, L3
	
	


Hardware Security
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	7. Hardware Security
	
	
	Response
	Comments

	7.1
	Are all hardware local ports disabled?

Please provide in section 3-9 diagram or picture of device with all hardware local ports (even if the plug is not soldered) described.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	7.2
	Are all unnecessary network ports on a device disabled?

Please describe which ports are enabled and which ones are disabled on the device diagram or picture.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	7.3
	Are all unnecessary local ports on a device disabled?

Please describe local Ports and their usage scenarios.
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	7.4
	Are there any tamper-evident protection mechanisms?
	Question and check about optional requirement
	L1, L2, L3
	
	

	7.5
	Does device use hardware True Random Number Generator? 
	Question and check about optional requirement
	L1, L2, L3
	
	


Device Management
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	8. Device Management
	
	
	Response
	Comments

	8.1
	Does client has access to client application that provides device management interface before authentication and authorization process?
	Question and check about optional requirement
	L1, L2, L3
	
	

	8.2
	Does device has local administration interface before and after provisioning process?
	Question and check about optional requirement
	L1, L2, L3
	
	

	8.3
	Is provisioning accomplished in a way that protects from attacks that can be carried out by an attacker without gaining physical access to the device and protect against threats that would allow someone in the proximity to trick either the device, user or the provisioning application to trust the entity controlled by the attacker (E.g. another device, rogue application, attacker’s account)?
	Question and check about optional requirement
	L1, L2, L3
	
	

	8.4
	Is there a possibility for a user to remove all sensitive data (including secure storage and all authentication keys) from the device?
	Question and check about mandatory requirement
	L1, L2, L3
	
	

	8.5
	Do you have a process for security vulnerability management?
	Question and check about optional requirement
	L1, L2, L3
	
	

	8.6
	Is there a contact point to report security vulnerabilities 
by external researchers?
	Question and check about optional requirement
	L1, L2, L3
	
	


Onboarding process
	ID 
	Question
	Question 

Type
	Security Level 
for which the question is applicable
	Compliance
(Requirement fulfilled/
Requirement not fulfilled/
Requirement not applicable)

	9. Onboarding
	
	
	Response
	Comments

	9.1
	Does sent device have production firmware? If the device does not have production version, please describe how The Security Certification Team can update the device and provide information who can help with some errors. 
	Additional information
	L1, L2, L3
	
	

	9.2
	Does device use SmartThings application in onboarding process? Please describe onboarding process in section 3-10 with screenshots and information how to perform onboarding from start to finish.
	Additional information
	L1, L2, L3
	
	

	9.3
	Does device use the vendor application in onboarding process? Please describe onboarding process in section 3-10 with screenshots and information how to perform onboarding from start to finish.
	Additional information
	L1, L2, L3
	
	

	9.4
	Does device need additional devices registered in cloud in onboarding process like SmartThings hub?
Please describe any additional requirements (e.g. country, language settings, other settings) in details.
	Additional information
	L1, L2, L3
	
	

	9.5
	Provide version of SmartThings application and device, that was used during testing process.
	Additional information
	L1, L2, L3
	
	

	9.6
	Please provide information on which country device is sold.
	Additional information
	L1, L2, L3
	
	


3. System Information
3-1. Block Diagram
 System block diagram showing all components such as SoC/Memory/ICs and I/O connections with clear labeling of each

	


3-2. Software Components and Interface Architecture
	


3-3. Authentication
 Provide functional flow diagrams for a device credentials-based mutual authentication
	


3-4. Secure boot

 Provide description of secure booting process (step-by-step) using diagram or text

	


3-5. The third-party CA operates in secure manner.
· Does the CA Server and operating system of CA Server have be hardened (securely configured) according to an industry standard (e.g. NIST, CIS, DISA STIG)?

· Is CA server not connect to corporate network?
· Does CA server have Certificate Policy? If yes, please attach to the document.

· Is the CA server security tested and updated regularly?

· Does CA server locate in a secure room with limited access control restricted only for authorized personnel?
· Is the CA Server disk fully encrypted with using dm-crypt or veracrypt to secure end-entities or intermediate certificates?

· If the vendor use HSM, does the HSM have FIPS140-2 or ISO 15782-1 certificate?
· Is the Root CA Server used only for certified an intermediate CA server?

· Is the Intermediates CA Server used only for signed an intermediates or end-entities certificated, but not for signing certificate of both types?
	


3-6. Secure update of firmware

 Provide description of secure update of firmware (step-by-step) using diagram or text

	


3-7. Custom communication protocols

 Provide description of any custom (not publicly described e.g. in RFC document) communication protocols using diagram or text

	


3-8. Protected storage

 Provide description of protected storage technical details using diagrams or text

Please describe:

· the whole lifecycle of protected storage (creation, usage, erase) and all algorithms used for protection,
· what information is stored in each storage container (especially private data),
· key management (where keys are generated and stored during device normal work and after power off),
· location of protected storage in physical memory.
· Which cryptography library is used to secure protected data
	


3-9. Protected ports

Please provide diagram or picture of device with all hardware local and network ports (even if the physical plug is not soldered to the PCB) marked and described.
	


3-10. Onboarding process:

Please provide description of onboarding process with screenshots from application of all required steps and operations.
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